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ABSTRACT
Recent advances in the �eld of video communications have
increased the need for the simulation of security-related
scenarios. This paper presents the philosophy, motiva-
tion and design choices that led to the implementation of
SimViKi, a tool for simulating contemporary video com-
munication systems. SimViKi leverages the best aspects of
other popular simulation tools, particularly OMNeT++ and
MATLAB. The design and use of the tool are illustrated.
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1 Introduction

The �eld of secure video communications is both new
and dynamic and require a new tool for simulating related
techniques and scenarios. We introduce SimViKi to ad-
dress these shortcomings. It combines the advantages of
a popular network simulation package (OMNeT++) and a
widely used prototyping tool (MATLAB), allowing for a
rich, lively, interactive, framework for simulation of multi-
media communication systems. Full download and instal-
lation instructions are available at http://mlab.fau.edu.

This paper is structured as follows: Section 2 provides
background information on secure video communication
systems. Section 3 describes the methodology behind the
design of the tool and presents its key features. Section 4
explains the use of the tool through a guided tour. Finally,
Section 5 presents concluding remarks and directions for
future work.

2 Background and context

This section introduces key aspects of contemporary video
communication systems, discusses some of the most rele-
vant security aspects associated with them, surveys existing
tools for simulation of such systems and points out their
limitations. It also elaborates on the motivation for the de-
velopment of the tool described in Section 3.

2.1 Issues in secure video communications

The increasing availability of digital media and the rise
of digital telecommunication technologies has resulted in
explosive growth of multimedia communications over the
past few years. These developments introduce a number of
security risks such as copyright violation, prohibited usage
and distribution of digital media, secret communications,
and network security. As a result, concerns regarding secu-
rity, scalability and manageability of existing systems be-
come more acute as current solutions may not satisfy the
demands of multimedia communications [16].

2.1.1 Video encryption

Encryption plays a key role ensuring con�dentiality in
most implementations of security for video communica-
tions. However, general purpose encryption algorithms
(e.g., AES) are typically not optimal for video encryp-
tion because these algorithms do not conform to require-
ments of video application. In order to overcome this prob-
lem a signi�cant number of encryption algorithms speci�-
cally designed for digital videos have been developed [14].
These algorithms take into account video-speci�c aspects
such as the level of security and perception, format compli-
ance, bitstream expansion, and error tolerance [14].

2.1.2 Video authentication

Video authentication is a process used to ascertain the trust-
worthiness of digital video. A video authentication system
uses a combination of techniques such as digital signature,
digital watermarking, error correction coding, and cryp-
tographic hash functions to ensure the integrity of digital
video, and verify that it has not been tampered with [4].
Several video authentication solutions have been proposed
during the past few years. While most focus on frame-
based video authentication (e.g., [4]), other approaches
implement MPEG-4 compliant object-based authentication
(e.g., [8]).



2.1.3 Video and image watermarking

Watermarking is the process of embedding data into a mul-
timedia element such as image, audio and video. Water-
marks can be embedded into multimedia directly or after
the multimedia element has been transformed by a mathe-
matical transform such as DCT, DWT or DFT. Performance
issues include robustness against attempts to remove the
watermark, capacity (how watermark data can be hidden)
and how transparent the watermark is under normal con-
ditions [5]. There is an important difference between en-
cryption and watermarking in enforcing protection against
unauthorized use. With encryption-based technology it is
possible to protect audiovisual content from eavesdroppers
because only the authorized user will have access to the
decryption keys. Watermarks do not preclude access to the
watermarked content, but are used to protect the content
owner against unlawful actions by malicious users such as
tampering with the original contents or misrepresenting the
contents as their own.

2.1.4 Secure transcoding and secure scalable
streaming (SSS)

The combined use of scalable video coding techniques,
video streaming and video transcoding has allowed trans-
mission of video contents through computer networks to a
wide variety of clients, with different screen size, mobility
aspects, and quality requirements. Extending these tech-
niques to a secure scenario presents a number of challenges
that are the topic of active research in secure transcoding,
SSS, and related efforts [3, 17]. Typical solutions involve
exploring selected portions of the encoded video stream in
such a way that allows the transcoders' basic functions to
be performed without a need for decryption and subsequent
encryption, i.e., without allowing for the possibility of the
transcoders themselves becoming a security vulnerability.

2.2 Related work

The starting point for our work was an interface for the
OMNeT++ simulator (VideoInterface) written by Luca
Signorin from the University of Ferrara, Italy [13]. The in-
terface is capable of detecting different video trace �le for-
mats and feeding the data into the OMNeT++ simulator. A
simple demonstrative application included three main com-
ponents: the transmitting device, the Internet cloud, and the
receiving device. While this framework represented a way
to simulate video traf�c based on video traces, it does not
allow the evaluation of video data available in video �les.

Video traces are an alternative to bit streams in which
only the number of bits used for the encoding of the in-
dividual video frames is provided. As a result, there are
no copyright issues, but the ability to infer information
about the visual quality of the encoded / received video
sequence is lost [12]. Video traces have become very

Figure 1. SimViKi displaying a decrypted view.

popular among video communication and networking re-
searchers, with several video traces from public video trace
libraries [12, 1, 6] currently available. Today, the issues of
quality and their correlation to the video frame sizes are of
great importance, driven by the need for differential qual-
ity of service (QoS), requiring new traces to be made avail-
able as well as the existing interfaces to network simulation
tools (such as OMNeT++) to be updated and adapted [7] .

Another framework, NECTAR [10], allows a person
to feed an actual RealNetworks bitstream and manipulate
the output with packet-error and bit-error-rate parameters.
Our tool extends these frameworks by redesigning and inte-
grating them with MATLAB. The implementation of MAT-
LAB adds quicker prototyping using the MATLAB script-
ing language, where both previous frameworks relied on
C++.

A third related tool is TraceGraph [9], a trace�le ana-
lyzer for the popular NS-2 network simulator. It is similar
to SimViKi in that it also uses MATLAB, but also suffers
from the limitation of only using trace�les.

3 Design and implementation aspects

SimViKi integrates a diverse range of tools into an effective
package. These individual components are detailed in the
subsections that follow.

3.1 Languages

SimViKi uses several languages, including: C++, Perl,
MATLAB Script, Java, and JavaScript.

OMNeT++ provides a component-based architecture
for models. Components (modules) are programmed in
C++, and then assembled into larger components and mod-
els using a high-level language. OMNeT++ has extensive
GUI support, and due to its modular architecture, the sim-
ulation kernel (and models) can be embedded easily into



Figure 2. SimViKi displaying an encrypted view.

other applications [15]. In our tool, OMNeT++ provides
the network simulation core functionality.

Perl was used because of its batch-like quality of in-
teracting with applications. Much of the MATLAB Engine
Interface API and the OMNeT++ API was compiled with
PERL scripts. All of the unimportant details, like library
linking and compiling directives, are already done for the
user so they do not have to bother with these complexi-
ties and can delve directly into video processing simula-
tion. The PERL scripts we have created also edit some
C++ source �les before compilation to solve generation
gaps within OMNeT++.

C++ was used because it is required by OMNeT++.
It was OMNeT++ (along with the VideoInterface program
from ASU) that gave us an entire base of how to go about
designing SimViKi. C++ is also the language used to actu-
ally run the MATLAB Engine (when the MATLAB Com-
ponent Runtime isn't used). Since much C++ programming
is already done for the user, one doesn't have to have total
knowledge to �nd examples to base code from.

M-Script, or MATLAB Script, is used because of its
ability to create useful plots within MATLAB. Also, many
image processing functions (with the optional Image Pro-
cessing Toolbox) can be used for processing video frames.
MATLAB itself has much functionality to control every-
thing from outside itself. MATLAB has much interfacing
functionality to work with Java, Perl, Fortran, C, C++, etc.

JavaScript has a dual purpose in SimViKi. It was �rst
used to make an ActiveX control for OMNeT++ via Flash
as seen in the lower right-hand corner of SimViKi SIM-
ULATOR (the Flash scripting language is called Action-
Script). Because Flash takes over much of the graphics
functionality, the user will only have to know the guist of
JavaScript to make their own network. They can look at
the code of the included Flash �le to learn how to make an
interface without having to learn Flash from scratch. On
another note, JavaScript is also used so that the user can
output a web page that dynamically shows a video frame-

by-frame if a user does not have an appropriate codec.
Because SimViKi sometimes includes other pro-

grams, such as FLAVOR, Java programming was required
at times. In summary, despite incorporating a number of
different tools written in different languages, SimViKi in-
tegrates these components so that the typical user does not
have to learn any particular language to execute normal
tasks.

3.2 Control Scripts

As previously noted, much of SimViKi involves scripts to
solve much of the technical non-video-processing aspects
of creating simulations. The user will thus usually not edit
or interact with these scripts directly.

However, their is one main script that the user should
be aware of. It is the omnetpp.ini script �le. This �le in-
cludes all the con�guration parameters that a user would
want to edit. Though the SimViKi WIZARD is extremely
useful for the novice user, there would be no other way
for a person to con�gure the simulation. It just so happens
that the SimViKi WIZARD produces this script. With this
script, the user can keep a copy to show the settings they
used to produce the simulation results for assignments and
experiments.

Other than the omnetpp.ini �le, the other scripts that
the user will want to edit are the MATLAB �les. This only
happens once the user has an idea of an experiment that the
user wants to perform. Because SimViKi is open source,
anything is possible.

3.3 Applications

The major programs used to bring SimViKi alive are MAT-
LAB 7.1, MATLAB Component Runtime (MCR), OM-
NeT++ 3.2p1, and Adobe Flash 9.0.

As said before, the inspiration for SimViKi came from
OMNeT++. We originally started out just using trace �les,
which while boring, were made much more interactive and
interesting with the iconic action of OMNeT++. A user
may be aware of Ptolemy II and NS2, but OMNeT++ was
simple and came with an example framework � VideoInt-
erface � that made it already set up for the type of experi-
mentation we wished to perform.

Eventually, the traces still revealed what was missing
the most: visuals. We began to look at graphic libraries
to do this in, but they all lacked the �industry-standard�
feel. We discoved we could interact with MATLAB, the
popular mathematics suite by MathWorks, via an Engine
API. Later, we discoved that we could actually compile a
stand-alone application using the MCR that is part of the
MATLAB Compiler. This is when SimViKi went from a
bunch of loose �gures to one main windowed easy-to-use
application.

Because we wanted to make SimViKi an all-in-one
application (i.e. no broken windows), we didn't want to



Figure 3. The SimViKi wizard.

use OMNeT++ Tkenv. As OMNeT++ didn't have an Ac-
tiveX control, we had to come up with our own which was
not too complicated. Not many network simulators come
as an ActiveX control, but instead come with Tcl/Tk-type
interfaces. We achieved our goal with the Shockwave Flash
ActiveX control.

In the end, MATLAB came with its own installation
of Perl and Java, so one didn't have to download them
separately from the web. If the MCR is used, the user
would have to download Java from the Internet, as the
GUI's that SimViKi contain require the Java Runtime En-
viroment. One actually doesn't program the GUI's in Java,
but in MATLAB Script which translates itself into Java
code. GUIDE was not used in the production of the GUIs
because it causes the �gure to be dramatically affected in
appearance from one monitor resolution to another. There-
fore, the GUIs were programmed manually.

4 Guided tour

This section takes the reader through a step-by-step walk-
through of running a SimViKi simulation. This walk-
through represents how any simulation would be per-
formed.

First, the user will download and install the exe-
cutable. It will automatically setup all required compo-
nents, including Adobe Flash 9, MATLAB Component
Runtime, and Java Runtime Environment 5. Appropriate
icons appear so the user has easy access to the four ma-
jor programs of SimViKi: SimViKi WIZARD, SimViKi
PROCESSOR, SimViKi SIMULATOR, and the SimViKi
ANALYZER.

4.1 Simulation design

The user begins by executing the �SimViKi WIZARD� ap-
plication. By default, all options are pre-set to the Secure
Scalable Streaming demo. Had the user wished to change
any of the options, they would do so via the �trace� and
�bitstream� checkboxes located in every step of the net-
work. If the user wishes to change the settings of each step,
like the codec used for compression or the cipher used for
encryption, they would click on the respective drop-down
menu located in each node. The checkboxes merely record
the actions set forth by the drop-down menu. For exam-
ple, in the �encryption� node, if the user chooses the se-
lective cipher and clicks the �trace� checkbox, a resulting
trace �le will be made that keeps statistics on the encrypted
video bitstream. If the user checks the �bitstream� check-
box, they will be able to view (if format compliant) the ac-
tual encrypted video, which of course should be degraded
in some fashion. Bitstreams will always take up much more
space on a users hard-drive than traces, as video is actually
saved opposed to a text �le.

The SimViKi WIZARD produces an omnetpp.ini �le.
The user can also edit a simulation from this �le and later
on, if the user wishes to perform a very complex simu-
lation with lots of options, they can add their options to
the onetpp.ini �le instead of using the SimViKi WIZARD.
This concept of beginner-GUI/advanced-Script is a popu-
lar concept that research-and-development companies like
to produce to help newcomers get used to their research
tools while also being productive at the same time.

Once all options are set in the SimViKi WIZARD (or
omnetpp.ini �le), the user will press the �Process Simula-
tion� button. This will close the SimViKi WIZARD and
run the SimViKi PROCESSOR according to the con�g-
ured options. A dialog gives a time estimate to comple-
tion. Nothing graphical happens at this point. The time
taken to complete the simulation usually depends upon the
length of the video. The video for the demo should take
about 15 minutes to process. Obviously, had a trace �le
been fed to the simulator instead of a bitstream, the length
would signi�cantly be reduced. The SimViKi PROCES-
SOR is where all the heavy back-end processing takes place
so as to produce results that the user can review. As a user
becomes more familiar with the SimViKi framework, they
may choose to actually delve into the source code of the
SimViKi PROCESSOR and hand-edit the scripts to pro-
duce unique results for research. The code has been put in
to a structure of documented and commented code for this
purpose.

4.2 Simulation execution

Once the SimViKi PROCESSOR has completed, the user
will be advised that they can look at the results in the
SimViKi ANALYZER (Figure �refanalyzer) or the SimViKi
SIMULATOR. These two programs are also available from
the Start Menu if the user chooses to close this dialog.



Figure 4. The SimViKi analyzer.

The SimViKi SIMULATOR will give the user the op-
tion to review the entire simulation in a much faster time-
frame (i.e. you can now watch a 12 second video in 12
seconds rather than 15 minutes, along with its graph and
network activity). The SimViKi SIMULATOR has a graph
for plotting statistics from traces, a monitor for displaying
a view of the bitstream, and a network that shows the lo-
cation and state of the traveling network packets. All of
these run simultaneously so the user can get a �feel� for
how every step works and what results. The user can pro-
ceed through the simulation via the �step�, �run�, �fast�,
and �express� buttons in the toolbar. The user can switch
between different views or different graphs that they chose
to process from within the SimViKi WIZARD. Because of
this all-inclusive-concept of this simulation environment,
SimViKi SIMULATOR is an excellent tool for students
studying video processing and network transmission con-
cepts. Tutorials are included speci�cally for exploiting this
purpose. The SimViKi SIMULATOR is also a good tool for
a researcher trying to �debug� problems of video process-
ing and transmission, as they can �step� or �run� through
the simulation to �nd trouble spots.

4.3 Analysis of results

The SimViKi ANALYZER will give the user the option to
quickly look at the end results of the simulation. This is
for the user who is solely interested in the �nal state of a
plot of a graph rather than watching the graph being created
dynamically in the SimViKi SIMULATOR. The SimViKi
ANALYZER is simple enough in that all it contains is a
left-hand side column of checkboxes and a right-hand col-
umn that holds the graph or view. If the user wishes to
see the view, an embedded MPlay media player comes up
and plays the movie. If the user wishes to see the graph, a
plot will instead come up. The user also has the option of
checking multiple graphs to overlay the plot lines for com-

parison.
The user does not need to use the SimViKi ANA-

LYZER to retrieve the �nal results. The results of each
trace are saved as individual graphs within simulation di-
rectory. If the user wishes to save results of overlapping
graphs, though, they must use the SimViKi ANALYZER.
The SimViKi ANALYZER is also capable of saving the
graphs in formats other than the default. This will allow
the user to share their graphs with users who do not have
the MATLAB environment.

When the simulation is complete an analysis interface
(Figure 1), the heart of SimViKi, appears. From here, the
user can review visuals and graphs of the just-processed
simulation in real-time, or step-by-step, allowing any user
to tailor their experience for studying and comprehending
the simulation. This control is performed via the toolbar.
The user can choose to see the graph of the YPSNR or
bandwidth of the transmitted packet-frames of the video
(lower left-hand corner). Simultaneously, the user see the
video that corresponds to the respective YPSNR or band-
width (upper right-hand corner), as well as watch the cur-
rent location of that same packet-frame within the overall
network (lower right-hand corner). Note that the network,
an ActiveX control implementation of Tkenv, is based off
of VideoInterface [13]. If the user wishes to see a larger
picture of the graph, network, or view, they can double-
click on the respective area to bring up a larger secondary
window.

5 Concluding remarks

This paper discussed contemporary issues in secure multi-
media (particularly video) communications in�uencing the
design of a new tool. Ongoing and future work include
expanding the tool's functionality to a broader number of
external (encoding, encryption, watermarking) algorithms
and standards. We are also developing secure multime-
dia communications experiments for both teaching and re-
search. We believe our framework will be an enticing tool
for educational purposes in digital image, video processing,
and network security classes.

We presented SimViKi, a new framework for simula-
tion of video communication systems that builds upon the
OMNeT++ [15] platform and the video traces research de-
veloped at Arizona State University (ASU) [1], integrates
it with MATLAB [2], allowing the use of actual video
�les (in addition to pre-existing video traces [12]), differ-
ent encoding and security-related (e.g., encryption) algo-
rithms, therefore improving and extending the functionality
of OMNeT++ and making it a unique tool for video com-
munications teaching and research purposes.

The developed tool overcomes some of the limitations
of conventional video traces. Instead of enhancing the con-
tents of the video trace (as in [11]), we expand the scope
of the simulation environment to allow use of actual video
sequences (if their size and copyright issues allow), easy
inclusion and con�guration of codecs and security-related



processing blocks (e.g., encryption/decryption algorithms),
and visualization of results � using MATLAB's image pro-
cessing and viewing capabilities � that demonstrate what
the video sequence would actually look like at the receiv-
ing end or in any meaningful point within the network.
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